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SAP Penetration Test
Why SAP systems are becoming strategic targets  
– and how companies are building resilience



02    |    SAP Penetration Test    |    © abat expert knowledge

This white paper explains why traditional security approaches for  
SAP are insufficient, which attack vectors currently dominate, and why specialized 
SAP penetration tests have become an indispensable tool for decision-makers. The 
paper is intended for board members, CIOs, CISOs, and IT managers who view SAP 
security as an integral part of business risk management, compliance, and operational 
resilience, not just a technical issue.

02    |    SAP Penetration Test    |    © abat expert knowledge

AUTHOR 
TOBIAS STAGE
tobias.stage@abat.de



03    |    SAP Penetration Test    |    © abat expert knowledge

Today, companies invest considerable resources in cybersecurity. Firewalls, SIEM systems, endpoint detection and response, 
and zero-trust architectures have become standard in many organizations. However, the most business-critical part of IT 
often remains inadequately secured: the SAP system landscape. A large amount of financial accounting, human resources, 
logistics, production, and strategic planning data run via SAP, making it an attractive target for cybercriminals, state actors, 
and insiders.

Cyber risk SAP

The new reality: SAP in the crosshairs of modern attacks

The global threat situation has intensified 
significantly in recent years. Attacks are now highly 
automated and organized based on a division 
of labor, and they are economically motivated. 
In particular, ransomware groups operate 
professionally. They analyze target systems in 
advance and focus specifically on organizations  
with complex, business-critical IT landscapes.

SAP systems play a special role in this landscape. 
They are deeply integrated into core processes, 
have grown organically over time, and are highly 
customized – often having been operated for 
decades. This combination makes them a preferred 
target. While attacks on workstations or web servers 
usually have limited operational impact, successful 
compromises of SAP systems can paralyze business 
operations or compromise sensitive data.

The growing number of published SAP security 
advisories and the increasing complexity of modern 
SAP landscapes, such as S/4HANA, Fiori, and cloud 
connections and interfaces to third-party providers, 

further increase the attack surface. Security vulnerabilities are no longer exploited over months but are often 
actively attacked within days of being discovered.

In 2025, the number of SAP-specific vulnerabilities surpassed 200 for the first time.
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Blind spot in the security concept

Despite this risk profile, SAP security is often 
overlooked in many organizations. One of the main 
reasons for this is the organizational separation of IT 
security and SAP teams. While security departments 
protect traditional infrastructure, networks, 
and endpoints, SAP teams focus on availability, 
performance, and functional stability. Security is 
often seen as a secondary requirement, rather than a 
risk area in its own right.

SAP systems are protected by technical security measures and EU-wide IT security and  
information protection guidelines. But can they withstand insider attacks?

Added to this is the historically developed 
understanding of security. SAP systems were 
long considered isolated internal applications 
protected by network segmentation and firewalls. 
However, this model is outdated. Modern SAP 
systems are closely networked via RFC connections, 
web services, APIs, cloud platforms, and mobile 
applications. Development and test systems are 
often less secure and form attractive entry points for 
attackers.

Another factor is the deceptive nature of traditional 
penetration tests. Standardized network or web 
penetration tests usually only cover SAP systems 
superficially. Proprietary protocols, application-
specific logics, and complex authorization concepts 
are largely ignored. However, these are where the 
real risks lie.
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Typical attack scenarios on SAP 
systems

Why an SAP penetration test is 
different

Experience shows that successful attacks on SAP 
systems rarely result from a single vulnerability. 
Instead, they are attack chains that exploit several 
deficiencies in combination. Systems that remain 
unpatched with known security gaps for long periods 
of time are particularly common. Although SAP 
regularly publishes security advisories, operational 
dependencies or a lack of testing capacity often 
prevent timely implementation.

A second key risk lies in inadequately secured 
interfaces. RFC connections between systems are 
often implicitly trusted. However, if a less protected 
system is compromised, these trust relationships can 
be exploited to penetrate laterally into productive 
environments.

Authorization concepts also pose a significant risk. 
Over-privileged users, roles that have grown over 
time, and technical accounts with extensive rights 
enable attackers to quickly expand their access. 
Combined with insecure, customer-specific ABAP 
code, this creates opportunities for attacks that 
traditional security scanners cannot detect.

Lastly, insider threats are playing an increasingly 
important role. Employees or external service 
providers with authorized access can exploit 
vulnerabilities deliberately or negligently. The 
potential damage is especially enormous in SAP 
systems, where processes and data are closely 
linked.

An SAP penetration test differs fundamentally 
from traditional security tests. It begins where 
conventional tests end, in the SAP-specific system 
and application layers. The goal is to identify 
technical vulnerabilities and simulate realistic attack 
scenarios that could endanger business operations.

SAP-specific services, such as Message Server, 
Gateway, and Internet Communication Framework, 
are tested, as are proprietary protocols and 
communication paths. Additionally, an SAP 
penetration test analyzes the application level. 
Transactions, Fiori apps, web services, and customer 
code are examined for manipulation possibilities, 
missing authorization checks, and logical 
weaknesses.

A central element is analyzing the authorization 
concept. This focuses less on formal role concepts 
and more on real attack paths: Which combinations 
of rights enable escalation? Which functions can be 
misused to manipulate business processes or access 
data?

The testers‘ in-depth SAP know-how is what 
provides the most value. Only those familiar with 
the architecture, standard logic, and common 
misconfigurations can identify risks invisible to 
general security tools.
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The SAP Secure Operations Map categorizes security into different levels. An SAP penetration test provides  
a broader perspective and checks elements from the „application“ and „system“ layers.
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Strategic benefits for decision- 
makers

SAP penetration tests as a building 
block of holistic resilience

An SAP penetration test is an instrument of 
corporate risk management, not a purely technical 
project, for decision-makers. The results provide 
a fact-based foundation for prioritizing security 
investments, meeting regulatory requirements, and 
minimizing liability risks.

Increasingly, regulatory frameworks such as 
NIS2, KRITIS, and industry-specific requirements 
demand a verifiable, risk-based security approach. 
A specialized SAP penetration test provides this 
evidence – traceable, documented, and auditable.

This issue takes on additional significance, 
especially in strictly regulated areas such as 
aerospace and defense, in which SAP systems 
often process information that falls under „VS“ 
(Verschlusssachen / classified information) – i.e., 
data that requires secrecy due to its security-
relevant importance for national public interests. 
Even in lower classifications, such as VS-NfD (Nur 
für den Dienstgebrauch / for official use only) or 
higher-classified projects ranging from confidential 
to top secret, individual technical vulnerabilities can 
lead to significant security risks. A specialized SAP 
penetration test ensures that sensitive information in 
complex process chains is reliably protected against 
unauthorized access, manipulation, or insider misuse 
and that organizations meet the high requirements 
of clients and supervisory authorities.

It also creates transparency about real risks. Rather 
than presenting abstract threat scenarios, decision-
makers receive concrete information about possible 

An SAP penetration test is not an end in itself 
or a one-time measure. It only realizes its full 
benefit when embedded in a comprehensive 
security strategy. This includes clear patch and 
change processes, secure development guidelines, 
continuous monitoring, and close collaboration 
between SAP and IT security teams.

In an era where cyberattacks are a matter of „when,“ 
not „if,“ a company‘s success is not determined 
by the absolute avoidance of incidents, but by the 
ability to identify risks early and limit damage. SAP 
systems play a central role in this.

attacks, affected business processes, and the 
effort attackers could invest to be successful. This 
transparency is the prerequisite for well-founded 
strategic decisions.

SAP systems are the digital backbone of many companies and, at the same time, highly attractive targets 
for attacks. Traditional security measures are insufficient for addressing the complex risks of this landscape. 
SAP penetration tests address this issue by providing transparency and enabling decision-makers to manage 
security strategically.

Those who neglect SAP security today risk massive operational, financial, and reputational damage 
tomorrow. Those who systematically test and further develop SAP security, on the other hand, strengthen not 
only their IT but also the resilience of their entire company.

Conclusion
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CONTACT

Tobias Stage
Consultant

tobias.stage@abat.de

Since 1998, the abat Group has 
been combining SAP expertise, 
innovative software development and 
intelligent solutions for digital business 
processes. Our focus is on automotive, 

discrete manufacturing, life sciences, aerospace, defence & security, as well as on 
companies with complex logistics and manufacturing processes. 

With seven service areas, we create room for efficient processes, new ideas and 
sustainable progress: 

With abat consult, we advise and support you through all phases of an SAP 
project – from design and implementation to the operation of your SAP system. 

abat manufacture provides you with high-availability digital solutions for 
production control in the complex manufacturing industry. 

With abat ai, we bring artificial intelligence into concrete business processes and 
combine it with automation solutions such as RPA and agentic automation – from 
automated case handling through end-to-end automated workflows to AI agents 
in SAP development, consulting and projects. 

With abat transform, we offer innovative and unique solutions, including modern 
cloud development and custom web and app development. 

abat plm provides cross-functional process consulting with the goal of achieving a 
consistent data flow across PLM, ERP and MES. 

Offerings from abat protect help customers protect information, processes 
and systems and maintain confidentiality, availability and integrity in business 
relationships. 

Our abat sustain experts advise on how sustainability and sustainability 
reporting can be anchored strategically and structurally within a company.

ABOUT US

abat  |  Johann-Reiners-Platz 1  |  28217 Bremen  |  Germany  |  +49 421 43 04 60  |  www.abat.de




